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INFORMATION SHARING AGREEMENT
Suffolk Information Partnership
Warm Handover Referral Scheme
SUMMARY SHEET

This Information Sharing Agreement (ISA) aims to ensure that information is shared in a way that is fair, transparent and in line with the rights and expectations of the people whose information you are sharing. 
Please ensure all sections of the template are fully completed with sufficient detail to provide assurance that the sharing is conducted lawfully, securely and transparently.

If you have any queries about completing this ISA, please contact the Data Protection Manager/Assistant Data Protection Manager, Performance & Information Management (Information.management@suffolk.gov.uk) 

Version control

	Date agreement comes into force:
	07 December 2018

	Last reviewed:
	30 July 2020

	next review due:
	July 2021

	Agreement owner (organisation, name, job title)
	Andrew Cuthbertson

Communities and VCS Lead

People Services,Suffolk County Council on behalf of the Suffolk Information Partnership 

	Agreement author:
	Suffolk InfoLink

	Status of document
	Approved

	IM Ref:
	


Contents

	
	
	Page No



	1. 
	Parties, Scope and Purpose
1.1
Name and details of the parties who agree to share information

1.2
Scope – business and legislative drivers

1.3
Purpose

1.4
Legal basis for the processing


	5


	2. 
	Description of the information to be shared


	6

	3. 
	Description and manner of information sharing
3.1
Data flows

3.2
How data/information is to be accessed, processed and used

	7


	4. 
	Information impact assessments and preparatory work
4.1
Actions and countermeasures agreed from the information 
impact assessment and preparatory work


	8

	5. 
	Fair processing
5.1
List of relevant privacy notice(s)
5.2
Impact on people’s interests

5.3
Consent decisions


	11



	6. 
	Accuracy of the information
6.1
Agreed steps to ensure the accuracy of any data shared

6.2
Agreed arrangements for any challenges to the accuracy of 
information

	12

	7. 
	Data retention
7.1
Retention periods and purpose

7.2
Secure disposal of information
7.3     Third parties

	12


	8. 
	The rights of individuals
8.1
Subject access request, FOIs and Objection to processing

8.2
Direct marketing

8.3
Automated decisions
8.4
Complaints

	13


	9. 
	Security
9.1
Data breach management

	13
14

	10. 
	International transfers of personal data

	14

	11. 
	Implementation of this information sharing agreement (ISA)
11.1
Dates when information sharing commences and ends

11.2
Training and communications

11.3
Information sharing instructions and security controls

11.4
Publication and transparency

11.5
Non-routine information sharing and exceptional circumstances

11.6
Monitoring, review and continuous improvement

11.7
Sharing experience and continuous improvement

	14
14
14
14
15
15
15

	12. 
	Sign-off and responsibilities
12.1
Name of accountable officer(s)

12.2
Lead Officer
12.3   Organisation’s details and signatory - to be completed by new partners

	15
15

16

	13. 
	Appendix 1 List of Work instructions, policies and procedures

	17

	14. 
	Appendix 2 Name of accountable officers

	17


Parties, scope and purpose
1.1
Name and details of the parties who agree to share information
An up to date list of parties who have signed this agreement, with their details, is available on request from infolink@suffolk.gov.uk. A list of partners can also be viewed on the Suffolk Information Partnership website at http://suffolkinformationpartnership.onesuffolk.net/partners/
For organisations wishing to become part of this Information Sharing Agreement and the Warm Handover Referral Scheme a separate page to capture details and signatories is found in section 12.3 at the end of this ISA.
1.2
Scope – business and legislative drivers
The Warm Handover Referral Scheme (WHRS) helps to reduce people falling into crisis, and delays their entry into statutory health and care services by providing them with support from a range of agencies within the Scheme. The Scheme is underpinned by the Care Act 2014 which puts an onus on local authorities to work in partnership with other agencies to prevent or delay a person’s need for statutory services.
1.3
Purpose of the information sharing
Purpose description
The WHRS process provides a secure way of transferring an individual’s information from one organisation to another. The process benefits the individuals being referred because contact with another WHRS organisation is facilitated by the referring organisation which means that the individual’s information is transferred quickly and securely to the organisation to which the individual is being referred. The Scheme saves vulnerable and frail individuals from having to initiate contact with new organisations and means they will be offered appropriate services which otherwise they would not know about or have access to.

Indicate how the data controllers will decide upon changes in the purposes of the sharing
Jointly.The original purpose for sharing information was agreed jointly by member organisations of the Suffolk Information Partnership Steering Group. Any future changes to the purpose would need to be agreed by Collaborative Communities Board.
1.4
Legal basis for sharing and processing information
1.4.1
Sharing personal data
	Statute and applicable section
	

	General Data Protection Regulation / Data Protection Act 2018
	Article 6 public task
Article 9 (b) and (g)


	Care Act 2014
	Part 1 Section 2 Schedule (1) 

A local authority must provide or arrange for the provision of services, facilities or resources, or take other steps, which it considers will—

(a)contribute towards preventing or delaying the development by adults in its area of needs for care and support;

(b)contribute towards preventing or delaying the development by carers in its area of needs for support;

(c)reduce the needs for care and support of adults in its area;

(d)reduce the needs for support of carers in its area.
Part 1 Section 4 Schedule (1) and Schedule (2)(b)

Part 1 Section 6 Schedule (1)(a) and (b)

	ICO’s Data Sharing Code of Practice 2011
	


1.4.2
Sharing non-personal data

Not applicable.
2.
 Description of the information to be shared
	Data category
	Data controller status*
	Description i.e. personal data (as defined within the DPA) or non-personal data



	Name, address, phone number, email address
	Party 1, which creates the referral, and Party 2, which receives the referral, are joint Data Controllers.

SCC is also always the Data Processor as it provides the mechanism for passing the information to be shared from one organisation to another.
	Personal data

	Date of birth*
	
	Personal data

	Unique Reference Number, e.g. NHS or social care number*
	
	Personal data

	GP practice*
	
	Personal data

	Next of kin name and phone number*
	
	Personal data

	Details of care and support needs
	
	Special category data

	Past medical history, allergies and medications*
	
	Special category data

	Preferred method of contact*
	
	Personal data

	Services and support already being given*
	
	Special category  data

	If a family carer, the relationship to the person requiring support*
	
	Personal data

	Clinical Frailty Score*
	
	Sensitive personal data

	Job title and employer organisation
	
	Personal data

	* These categories are not mandatory on the referral form
	
	


2.1
The parties agree this is the minimum amount of data needed to properly fulfil 
the purposes of this agreement.
3.
Description and manner of information sharing
3.1
Data flows

a) The individual’s information is collected by the professional meeting with the person. 

b) The professional making the referral accesses an electronic link on their internal system to the referral form, completes the form and submits it. The professional making the referral can request a copy of the form.

c) The referral data is held on Microsoft Dynamics, hosted by Suffolk County Council (SCC), and an email is sent with the referral information to the relevant WHRS organisation(s) selected by the professional, and to the professional themselves. See link to Online Referral Form Process diagram http://www.gliffy.com/publish/2747964/.

d) The email will be encrypted using Office 365 Message Encryption or Transport Layer Security (TLS). 

e) Once the recipient organisation opens the referral it will contact the individual within five working days and store the information on its client case management system. 

3.2
How data/information is to be accessed, processed and used
Current procedure for WHRS organisations using the referral form:

a) If a referring organisation feels it is necessary it may make initial contact with another WHRS organisation by telephone. The telephone contact is then followed up by the submission of an online referral (see above). 

b) The online referral form platform will send secure emails containing the referral content to a designated email address at each WHRS organisation selected. This address list is reviewed and updated annually.

c) The designated mailboxes in each organisation are monitored on a daily basis during each organisation’s working hours.  The person responsible for monitoring their organisation’s mailbox will forward the email contents to the appropriate member of staff or department within their organisation for further action.

d) If an organisation wishes to acknowledge the receipt of a referral from another WHRS organisation they can do this by quoting the Reference Number of the referral. No personal data is included in the acknowledgement. and they are only sent in exceptional circumstances, e.g. if a phone call from the referrer precedes the referral and they wish to be sent a receipt. 

e) The staff member who has been passed the referral email will contact the customer within five working days to acknowledge that they have received their details, confirm that they would like support, and briefly explain what action(s) they will be taking. The  individual is provided with a timeframe as to when the action(s) will be implemented and, if appropriate, reasons as to why the  timeframe may be subject to variation (e.g. long waiting list, staff leave).

f) If the customer has heard nothing from the organisation they have been referred to, they are advised to contact the person they have been dealing with at the referring organisation. It is the responsibility of each organisation to monitor ‘failed’ referrals and follow them up.

g) If the referral is felt to be inappropriate by the receiving organisation they will contact the referring organisation within five working days to discuss it and agree next steps in contacting the individual to advise them of the outcome.

h) All SIP organisations participating in the WHRS must provide evidence of their organisation’s compliance with data protection law (see Section 1.1 for a list of participating organisations as at 30/07/2020)
i) The WHRS facilitator will maintain and share guidance notes on the process and instructions on using the encryption service with all WHRS organisations and support them when necessary. New organisations will be given the link to the online referral form only when they have evidenced their compliance with data protection law and signed this Information Sharing Agreement.
j) Non person identifiable statistics will be produced from SCC’s transaction platform, to demonstrate use of the referral form, e.g. number of referrals sent from or received by a party.

4.
Impact assessments and preparatory work
A Data Protection Impact Assessment has been completed.
4.1
Actions and countermeasures agreed from the impact assessment and preparatory work
	Privacy issue(s)
	Risk(s) to

individuals


	Compliance

and associated organisational risk(s)


	Privacy Solution(s)
	Outcome

Is the risk eliminated, reduced or accepted?
	Evaluation

is the final impact on individuals

after implementing each

solution a justified, compliant and

proportionate response to the aims of the project?

	1. Inaccurate information about individuals is recorded and sent by the referring organisation to other WHRS organisations.
	 Individuals may have their data shared with an organisation who provides inappropriate support.


	Non-compliance with data protection law and potential sanctions and monetary penalties from the ICO.

Loss of organisational reputation and public confidence in an organisation’s ability to comply with data protection law.
	Professional to thoroughly check with individuals that their information is correct before making referrals.
	Reduced
	Yes

	2. Information is not transferred or held securely by referring or recipient organisations.
	Individuals’ information is intercepted by third parties who may misuse the data causing harm to the data subjects.
	Non-compliance with data protection law and potential sanctions and monetary penalties from the ICO.

Loss of organisational reputation and public confidence in an organisation’s ability to comply with data protection law.
	All SIP partners are required to evidence their compliance with data protection law prior to signing the Information Sharing Agreement.

Each partner has a security incident (data breach) management process in place to respond to incidents.
	Reduced
	Yes

	3. Information is sent to the wrong person when the referrer manually types in their work email address to receive a copy.
	Individuals’ information is intercepted by third parties who may misuse the data causing harm to the data subjects.
	Non-compliance with data protection law and potential sanctions and monetary penalties from the ICO.

Loss of organisational reputation and public confidence in an organisation’s ability to comply with data protection law.
	Staff training and awareness of importance of correctly typing in referrer’s own email address.

All SIP partners are required to evidence their compliance with data protection law prior to signing the Information Sharing Agreement.

Each partner has a security incident (data breach) management process in place to respond to incidents.
	Reduced
	Yes

	4. Email encryption fails on emails sent from SCC’s gBiz / Microsoft Dynamics system.
	Personal information is not protected and could be intercepted by  third parties.
	Non-compliance with data protection law and potential sanctions and monetary penalties from the ICO.

Loss of organisational reputation and public confidence in an organisation’s ability to comply with data protection law.
	If OME fails to apply the email will fail to send and the sender will be notified.

With TLS, SCC acknowledges that there is a minute Corporate risk that an email to an nhs.net address will not be encrypted. The WHRS only has two partners with an nhs.net address so the risk is extremely small when weighed against the need for message delivery
	Reduced and accepted by SCC
	Yes

	5. Inappropriate referrals are made
	Individuals’ information is inappropriately disclosed to third parties
	Non-compliance with data protection law and potential sanctions and monetary penalties from the ICO.

Loss of organisational reputation and public confidence in an organisation’s ability to comply with data protection law.
	Staff training and awareness of services provided by WHRS partners.
	Reduced
	Yes


5.
Fair processing
5.1
List of relevant Fair Processing Notice(s)
1. Suffolk Information Partnership Warm Handover Privacy Statement (see Appendix 1)
2. Each party (listed in section 1.1) has its own Privacy Statement (available on request)
5.2
Impact on people’s interests
Agreed arrangements to minimise impact of the sharing of information on the interests of the people concerned – as a group and individually.
Information is only shared on an individual basis and for the sole benefit of that individual, enabling them to receive further support and services if they choose to.
This ISA sets out the data categories that can be shared in Section 2.
5.3

Consent decisions

Not applicable. Public task is the lawful basis for the WHRS.

Under data protection law, organisations that exercise official authority or carry out tasks in the public interest can rely on public task as a lawful basis for processing personal data. Whilst they do not need a specific statutory power to process personal data, their underlying task, function or power must have a clear basis in law, for example for the purposes of the WHRS this basis is the Care Act 2014.
6.
Accuracy of the information
6.1
Agreed steps to ensure the accuracy of any data shared
The data shared is given by the individual and / or taken from their customer record that is held by the organisation making the referral.

On receipt of a referral organisations will check data details with the individual when they contact them to offer support.

Guidance for staff is given in the Warm Handover Hints and Tips document (see Appendix 1). The Warm Handover Privacy Statement (Appendix 1) tells individuals how they can check and update their data.
6.2
Agreed arrangements for any challenges to the accuracy of information
The Warm Handover Privacy Statement, available on the SIP website, tells individuals how they can update or remove their data whenever they wish by contacting the organisation that made their referral and the organisation(s) they were referred to.
If the referring organisation or organisation receiving a referral discovers an inaccuracy in the individual’s data they are responsible for updating all other parties involved in the referral that may hold the inaccurate data (Warm Handover Referrals Hints and Tips Appendix 1).
7.
Data retention
All organisations must provide their GDPR compliant Data Protection Policy before they can sign this agreement and become part of the Warm Handover Referral Scheme. This policy outlines how they will store, retain and dispose of an individual’s data and the individual’s rights to challenge and amend that data.

An individual’s full referral data will be held on SCC’s transations platform for six months, in case of queries or email failure to deliver a referral. After twelve months personal identifiable data will be removed from the referral and non identifiable data will remain on the system for one year so that statistics can be reported.
7.1
Retention periods and purpose
See 7. above. 

7.2
Secure disposal of information
See 7. above.
7.3
Third parties
The information exchanged, under this ISA, must not be passed to a third party by any of the organisations without the explicit consent of the organisation from whom the information originated (see contact details of participating parties in section 1.1). 
8.
The rights of individuals
8.1
Subject access request, FOIs and Objection to processing
Each partner organisation will handle Subject Access Requests, FOIs and complaints according to their own policies and procedures.
8.2
Direct Marketing

Direct marketing is involved in this agreement

NO
8.3
Automated decisions
Automated decisions are involved in this agreement

NO

In the context of this agreement, “Automated decisions” refer to decisions made using shared information with no human intervention.




8.4 
Complaints 
Partner organisations will use their standard organisational procedures to deal with complaints arising from data sharing under this ISA.

9.
Security
 [ x ] A relevant Data Protection Impact Assessment dated 05/10/2018 is available and listed in Appendix 1.
The parties agree that the security measures put in place across their organisations ensure that:

[ x ] 
only authorised individuals can access, alter, disclose or destroy data. This is achieved through the following work instructions, policies and procedures listed in Appendix 1;
 [  x ] 
authorised individuals act only within the scope of their authority. This is achieved through the following work instructions, policies and procedures listed in Appendix 1;
 [ x  ] 
if personal data is accidentally lost, altered or destroyed, it can be recovered to prevent any damage or distress to the individuals concerned. This is achieved through the following work instructions, policies and procedures listed in Appendix 1;
	The security controls applicable by each organisation will be:
	Independently decided by each party


9.1
Data breach management
Organisations will follow their own internal procedures. They will also report any loss or misuse of data exchanged under this ISA as part of a Warm Handover referral to the organisation from whom the data originated and the Chair of the Collaborative Communities Board immediately (within 24 hours).
10.

International transfers of personal data
Not applicable
11.
Implementation of this information sharing agreement
11.1
Dates when information sharing commences/ends

This ISA commences on 07/12/2018. The reason for sharing information for Warm Handover referrals is ongoing so there is no end date.
11.2
Training and communications
All partners are offered training when they join the referral scheme. The Suffolk Information Partnership has a website with a Help for Staff page that contains regularly updated guidance materials and instructions on how to decrypt emails containing the referral content. Quarterly meetings and meeting notes update staff on changes to procedures and to services offered by partner organisations. Emails are also sent to partner representatives with one off communications for them to pass on to their staff.
11.3
Information sharing instructions and security controls
All information sharing instructions for Warm Handovers are listed in Appendix 1 and also on the SIP website and have been agreed by the partner organisations. 
Emails containing the referral data are classed as OFFICIAL SENSITIVE and those travelling outside Suffolk County Council are encrypted using Transport Layer Security (TLS), where this has been set up, or Microsoft O365 Message Encryption (OME).

11.4
Publication and transparency
This Information Sharing Agreement will be published on the Suffolk Information Partnership website so that it is visible to any interested parties, including those wishing to join the WHRS, and individuals being referred and their families.
11.5
Non-routine information sharing and exceptional circumstances
No information is to be shared that is outside the agreed scope of this ISA without the agreement of theCollaborative Communities Board.
11.6
Monitoring, review and continuous improvement
This ISA will be reviewed annually, or sooner if this is required, by the Collaborative Communities Board. A report on the usage of the WHRS will be presented to the Board on request.
11.7
Sharing experience and continuous improvement
The Collaborative Communities Board will consider requests to share experiences of information sharing and the WHRS.
12.
Sign-off and responsibilities
12.1
Name of accountable officer(s)
See Appendix 2 below.
12.2
Lead officers

	Lead officer name
	Job title
	Organisation

	Andrew Cuthbertson
	Communities and VCS Lead, Peoples Services

	Suffolk County Council


12.3 Organisation’s details and signatory – all sections to be completed by new partners
a) Name and details of the parties who agree to share information

	Legal name of party to this ISA
	Short name of party
	Head office address
	ICO Reg No
	Data Protection Policy submitted to SIP

	
	
	
	
	


b) Name of accountable officer(s)

	Organisation
	Data Protection Accountable Officer
	Senior Information Risk Officer

	
	
	


c) Signatory
We the undersigned agree to the details recorded in this Information Sharing Agreement; and are satisfied that our representatives have carried out the preparatory work for this agreement and are committed to the ongoing monitoring and review of the scope, purpose and manner of these information sharing arrangements.
	Organisation name and head office address


	

	Authorised signatories to this ISA 
	Name 
	

	
	Job title
	

	
	Signature


	

	
	Date
	


13.
Appendix 1 List of Work instructions, policies and procedures
	Document title
	Responsible organisation
	Hyperlinks to docs

	Warm Handovers Referral Scheme Data Protection Impact Assesssment 
	Suffolk Information Partnership
	http://suffolkinformationpartnership.onesuffolk.net/warm-handover/joining-the-warm-handover/


	Warm Handover Guidance Notes
	Suffolk Information Partnership
	http://suffolkinformationpartnership.onesuffolk.net/warm-handover/help-for-staff/

	Warm Handover Referrals Hints and Tips
	Suffolk Information Partnership
	http://suffolkinformationpartnership.onesuffolk.net/warm-handover/help-for-staff/

	Warm Handover Privacy Statement 
	Suffolk Information Partnership
	http://suffolkinformationpartnership.onesuffolk.net/warm-handover/warm-handover-privacy-statement/


	Data Protection Policy
	Each partner organisation listed in 1.1 above
	Available on request


14. Appendix 2 Name of accountable officers
List of existing partners available on request by contacting infolink@suffolk.gov.uk.
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